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DATA SECURITY & PRIVACY

Your data,

AIM digitises and structures capture, processing and presentation for the social housing and
property sector. Data protection is built into every layer of how we operate, from camera to cloud

to client.

Privacy by design

Automated anonymisation of faces,
people and human identifiers is
applied to all imagery before any
model becomes accessible. Blurring is
non-optional.
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Enforced access control

Multi-factor authentication on every
account. Tiered role-based access
control. Tenant-level data segregation.
Clients control who sees what.

THE AIM POSITION

End-to-end encryption

From the AIM Capture App, through
the cloud processing pipeline, to the
platform. All data in transit is protected
by TLS 1.2/1.3. All data at rest is
encrypted at AES-256.

Client data, client control

Clients control their data throughout
its lifecycle. Raw captures, processing
and processed outputs can all be
deleted on request, actioned promptly
and confirmed in writing.

UK-hosted infrastructure

Platform data is UK-resident by
default on AWS (eu-west-2). Visual
model hosting operates under the UK
adequacy decision for the EU, with no
IDTA required.

Full audit trail

Every access is logged: who viewed
what, when, and from where. Full
visibility of access activity across the
platform, supported by 24/7
monitoring.

AIM operates as a Data Processor. The client remains the Data Controller and retains authority over

lawful basis, notification and the data lifecycle. AIM digitises established property survey practice and

applies materially stronger privacy controls than traditional photography has ever offered: automated
anonymisation, access-controlled hosting, full audit logging and encrypted storage from capture to

viewer.

REGULATORY

UK GDPR compliant
DPA 2018 aligned

ICO REGISTRATION

2C047146
Current

AIM Housing Ltd - 1 Northgate Place, Warwick, CV34 4SW

Company No. 14439899 - ICO Registration ZC047146

DATA RESIDENCY
UK primary
EU adequacy

info@aimplatform.co.uk - 01926 945086
www.aimplatform.co.uk
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FREQUENTLY ASKED QUESTIONS

The questions clients ask us,

A short reference on how AIM handles data security, privacy and ownership across the platform lifecycle.

Q1 - HOSTING & RESIDENCY
Where is our data stored?

3OWRP CDW IV KRAMGRQ$P D RQ: HE 6 HYIFHVIQWHS . HX ZHW  $QDSSIFDMRQ CDW XVHUDFFRXQW P HBGDW SHUP MMRQV DXGWRIV DQG
FRALXUMRQDUAS . UMGHQW? KH P RGHOYIHZ HURSHIDWY 1URP DQ( 8 GDWD FHQWH XQGHUWH 8 . DGHTXDR GHRMRQ VRQR ' 7$ IV UHTXIHG 8. RQD
KRV 1V DYDIDE®! RQ UHTXHW

Q2 - ENCRYPTION

How is our data encrypted?

( QG R HQG HQRW SWRQDSSTHV ILRP WH$,0 &DSWUHSSS \WURXI K \WH FEXG SIRFHWIQJ SISHIRH \R WH SOWRP  $ QEDW 1Q WDQUIWW HQRWY S\WG XVIQ)
TLS 1.2 or higher $@EDW DAHWNY HQRY SIMG DIXES-256  %DFNXSV DUH HQRW SWMG DQG RUHG LQ LVROWIG LQ UDMIRKPXUA Z W VRV @ MG

DGP IQMADWYH DFFHW

Q3 - ACCESS CONTROL
Who can access our data, and how do we control that?

$FFHW \R D FOHQW DI LV FRQARGIG B\ \WH FQHQAB VHY/ FDQ EH J IDQWMG DFFHW DVWIH GIYHOKDW/XIW \WH UR®BI Dsingle site Dgroup of sites D
project RWrganisation-wide admin Z W YMEIQV DRRW HYHY VW $ FFHW FDQ EH JUDQMG RQ D WP SRIDY EDVIVa  |RUD FRQADRRU VXWYH RURU
VKRWWMP HQIDIHP HQM  DQG UHYRNHG DWDQ. WP H - Z WY DODRIYIW GXUQ) WH DFFHW Z IQERZ. FDSWUHG IQ \WH DXGWR) 8 QGHCHDW KLY $,0
HQRUHV D ILlYH WHUUR®! EDVHG P RGHO' HYHBSHU $ GP LOVIDRU & CHQW XSHUS GP 10Q & THQVS GP 1Q & @HNB VHU Z W FCHOACDWY @J LFD® VHI UHI DWG
DWEDWEDVH GIYHO/R RCH FAHQWFDQQRVW/HH DQRWHUFGHQWY DWW 0 XAV DRRUDX\WWHQUFDMRQ LV HQRUFHG RQ HYHY  DFFRXQW3 DWZ RUBV DUH KDVKHG DQG
VDOMG CHYHUMRUHG 1Q SDIQ\M W

Q4 - PRIVACY BY DESIGN
How are people protected in the imagery?

$XVRP DWMG DQRQ P IVDUIRQ LV DSSTHG \R DOIP DIHY before DQ. P RGHCEHFRP HV DFFHWIEG! %I \BUHW IDFHV ERG. VKDSHY HBRIRQY DG

SHRS®I RQ VFUHHQV RUIQ SIEXUH IWDP HY * - HMRWRQ UHIDEO SIFNV XS DQ WIQ) FEDUWD YIME®! : KHUH D FBHONFROMGHY DQ IQAYIGXDAP DIH RUDQ HQWH
CDMY FDSWMUH VR UHTXIUH UHP RYDOWH FDQ GHEAM WELHA®

Q5 - DATA OWNERSHIP & DELETION
Who owns the data, and can we delete it?

& OHQW UHBIQ IXQRZ QHYAKLS DQG FRQAIRAR \WHUFDSWMUHG GDWY DQG SURFHWHG RAVBXW 2 Q UHTXHWAG 0 Z IHBMraw captures, intermediate
processing data and processed outputs ' HBMRQ L DRIRQHG SURP SW DQG FRQIWP HGIQZ WM Z W VXE SUIRFHWRY IQAKRMG DFFREQIO $,0
UHABRIQV [QM@PYDOSURSHWY 1Q\WWH SOWRIP W SURFHVWIQ) SISHIEH DQG XQEHWDIQ) VRIE DUH

Q6 - AUDIT TRAIL
How is access to our data tracked?

( YHY XVHUDRURQ LV FDSWWUHG 1Q DQ DXGWRI WDFNIQIwho accessed what, when, and from where / RJV DUH WRUHG IQ D VHSDUDM VHRXUHG
HQYIWRQP HOADQG DUH UHIACHG | RURSHUDMRCDO LQYHW DMYH DQG DFFRXQEELDN SXIBRVHY & GHOW FDQ UHTXHWWDFFHW WHSRUD) |IRUIWHURZ Q
RUDQVDURQ DADQ. P H

Q7 - SUB-PROCESSORS

Who are your sub-processors?

AWS SIRVIGHVE. WHGHONFEXG LQUDVIKRMUH XQGEHUD FROADRXDO 3$ 7KHmodel viewer KRW YIVXDOP RGHY IQWH ( 8 XQCHUMH 8. DGHTXDR
GHAMRQ 7KHcomputer vision processing engine [V D VRI\&Z DUH @FHQFH RQD DQG GRHY CRWKRWVDFFHW RUSURFHW FXWMRP HUGDW Developers
AIM works with KDYH,3 ZKMDAMG 0 ) $ HARFHG IX® ®JJHG P DIQMQDQRH DFFHW

Q8 - COMPLIANCE
What compliance documentation is available?
$,0 IV UHI MMBHG Z W WH , QRIP DIRQ & RP P MMRQHWV 2 IIIFH registration ZC047146 DQGRSHIDMV IQDFFREDQFHZ W 8. * ' 35 DQGWH' D

SRMARQSFW  $' DB 3 IRFHWIQU $JUHHP HQAY H HEXWMG DV SDWR HYHY FOHQUWXEVFUSUIRQ 6 XSSRUQ) GRAXP HQIMRQ IQFOIAQ) 5 R3$
,GFAIGHQM DQDIHP HQAB RTF\ DQG WH FXWHQAVXE. SURFHWRUUHI IMMULY DYDIDE®! RQ UHTXHWKQGHUL ' $ Z KHUH DSSURSUDWM
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