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DATA SECURITY & PRIVACY

Your data, protected by design.
AIM digitises and structures capture, processing and presentation for the social housing and
property sector. Data protection is built into every layer of how we operate, from camera to cloud
to client.

Privacy by design

Automated anonymisation of faces,
people and human identifiers is
applied to all imagery before any
model becomes accessible. Blurring is
non-optional.

End-to-end encryption

From the AIM Capture App, through
the cloud processing pipeline, to the
platform. All data in transit is protected
by TLS 1.2/1.3. All data at rest is
encrypted at AES-256.

UK-hosted infrastructure

Platform data is UK-resident by
default on AWS (eu-west-2). Visual
model hosting operates under the UK
adequacy decision for the EU, with no
IDTA required.

Enforced access control

Multi-factor authentication on every
account. Tiered role-based access
control. Tenant-level data segregation.
Clients control who sees what.

Client data, client control

Clients control their data throughout
its lifecycle. Raw captures, processing
and processed outputs can all be
deleted on request, actioned promptly
and confirmed in writing.

Full audit trail

Every access is logged: who viewed
what, when, and from where. Full
visibility of access activity across the
platform, supported by 24/7
monitoring.

THE AIM POSITION

AIM operates as a Data Processor. The client remains the Data Controller and retains authority over
lawful basis, notification and the data lifecycle. AIM digitises established property survey practice and
applies materially stronger privacy controls than traditional photography has ever offered: automated
anonymisation, access-controlled hosting, full audit logging and encrypted storage from capture to
viewer.

REGULATORY

UK GDPR compliant
DPA 2018 aligned

ICO REGISTRATION

ZC047146
Current

DATA RESIDENCY

UK primary
EU adequacy
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FREQUENTLY ASKED QUESTIONS

The questions clients ask us, answered clearly.
A short reference on how AIM handles data security, privacy and ownership across the platform lifecycle.

Q 1  ·  H O S T I N G  &  R E S I D E N C Y
Where is our data stored?
�3�O�D�W�I�R�U�P���G�D�W�D���L�V���K�R�V�W�H�G���R�Q���$�P�D�]�R�Q���: �H�E���6�H�U�Y�L�F�H�V���L�Q���W�K�H���8�. �����H�X���Z�H�V�W�����������$�O�O���D�S�S�O�L�F�D�W�L�R�Q���G�D�W�D�����X�V�H�U���D�F�F�R�X�Q�W�V�����P�H�W�D�G�D�W�D�����S�H�U�P�L�V�V�L�R�Q�V�����D�X�G�L�W���O�R�J�V���D�Q�G
�F�R�Q�I�L�J�X�U�D�W�L�R�Q���D�U�H���8�. ���U�H�V�L�G�H�Q�W�����7�K�H���P�R�G�H�O���Y�L�H�Z�H�U���R�S�H�U�D�W�H�V���I�U�R�P���D�Q���(�8���G�D�W�D���F�H�Q�W�U�H���X�Q�G�H�U���W�K�H���8�. ���D�G�H�T�X�D�F�\���G�H�F�L�V�L�R�Q�����V�R���Q�R���,�' �7�$���L�V���U�H�T�X�L�U�H�G�����8�. ���R�Q�O�\

�K�R�V�W�L�Q�J���L�V���D�Y�D�L�O�D�E�O�H���R�Q���U�H�T�X�H�V�W��

Q 2  ·  E N C RY P T I O N
How is our data encrypted?
�( �Q�G���W�R���H�Q�G���H�Q�F�U�\�S�W�L�R�Q���D�S�S�O�L�H�V���I�U�R�P���W�K�H���$�,�0���&�D�S�W�X�U�H���$�S�S�����W�K�U�R�X�J�K���W�K�H���F�O�R�X�G���S�U�R�F�H�V�V�L�Q�J���S�L�S�H�O�L�Q�H�����W�R���W�K�H���S�O�D�W�I�R�U�P�����$�O�O���G�D�W�D���L�Q���W�U�D�Q�V�L�W���L�V���H�Q�F�U�\�S�W�H�G���X�V�L�Q�J

TLS 1.2 or higher�����$�O�O���G�D�W�D���D�W���U�H�V�W���L�V���H�Q�F�U�\�S�W�H�G���D�W��AES-256�����%�D�F�N�X�S�V���D�U�H���H�Q�F�U�\�S�W�H�G���D�Q�G���V�W�R�U�H�G���L�Q���L�V�R�O�D�W�H�G���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���Z�L�W�K���V�W�U�L�F�W�O�\���O�L�P�L�W�H�G
�D�G�P�L�Q�L�V�W�U�D�W�L�Y�H���D�F�F�H�V�V��

Q 3  ·  A C C E S S  C O N T R O L
Who can access our data, and how do we control that?
�$�F�F�H�V�V���W�R���D���F�O�L�H�Q�W�
�V���G�D�W�D���L�V���F�R�Q�W�U�R�O�O�H�G���E�\���W�K�H���F�O�L�H�Q�W�����8�V�H�U�V���F�D�Q���E�H���J�U�D�Q�W�H�G���D�F�F�H�V�V���D�W���W�K�H���O�H�Y�H�O���W�K�D�W���V�X�L�W�V���W�K�H���U�R�O�H�����D��single site�����D��group of sites�����D
project�����R�U��organisation-wide admin���Z�L�W�K���Y�L�V�L�E�L�O�L�W�\���D�F�U�R�V�V���H�Y�H�U�\���V�L�W�H�����$�F�F�H�V�V���F�D�Q���E�H���J�U�D�Q�W�H�G���R�Q���D���W�H�P�S�R�U�D�U�\���E�D�V�L�V���à ���I�R�U���D���F�R�Q�W�U�D�F�W�R�U�����V�X�U�Y�H�\�R�U���R�U
�V�K�R�U�W���W�H�U�P���H�Q�J�D�J�H�P�H�Q�W���à ���D�Q�G���U�H�Y�R�N�H�G���D�W���D�Q�\���W�L�P�H�����Z�L�W�K���D�O�O���D�F�W�L�Y�L�W�\���G�X�U�L�Q�J���W�K�H���D�F�F�H�V�V���Z�L�Q�G�R�Z���F�D�S�W�X�U�H�G���L�Q���W�K�H���D�X�G�L�W���O�R�J�����8�Q�G�H�U�Q�H�D�W�K���W�K�L�V�����$�,�0
�H�Q�I�R�U�F�H�V���D���I�L�Y�H���W�L�H�U���U�R�O�H���E�D�V�H�G���P�R�G�H�O�����' �H�Y�H�O�R�S�H�U�����$�G�P�L�Q�L�V�W�U�D�W�R�U�����&�O�L�H�Q�W���6�X�S�H�U���$�G�P�L�Q�����&�O�L�H�Q�W���$�G�P�L�Q�����&�O�L�H�Q�W���8�V�H�U�����Z�L�W�K���F�O�L�H�Q�W���G�D�W�D���O�R�J�L�F�D�O�O�\���V�H�J�U�H�J�D�W�H�G
�D�W���G�D�W�D�E�D�V�H���O�H�Y�H�O���V�R���R�Q�H���F�O�L�H�Q�W���F�D�Q�Q�R�W���V�H�H���D�Q�R�W�K�H�U���F�O�L�H�Q�W�
�V���G�D�W�D�����0�X�O�W�L���I�D�F�W�R�U���D�X�W�K�H�Q�W�L�F�D�W�L�R�Q���L�V���H�Q�I�R�U�F�H�G���R�Q���H�Y�H�U�\���D�F�F�R�X�Q�W�����3�D�V�V�Z�R�U�G�V���D�U�H���K�D�V�K�H�G���D�Q�G

�V�D�O�W�H�G�����Q�H�Y�H�U���V�W�R�U�H�G���L�Q���S�O�D�L�Q���W�H�[�W��

Q 4  ·  P R I VA C Y B Y D E S I G N
How are people protected in the imagery?
�$�X�W�R�P�D�W�H�G���D�Q�R�Q�\�P�L�V�D�W�L�R�Q���L�V���D�S�S�O�L�H�G���W�R���D�O�O���L�P�D�J�H�U�\��before���D�Q�\���P�R�G�H�O���E�H�F�R�P�H�V���D�F�F�H�V�V�L�E�O�H�����%�O�X�U�U�L�Q�J���W�D�U�J�H�W�V���I�D�F�H�V�����E�R�G�\���V�K�D�S�H�V�����U�H�I�O�H�F�W�L�R�Q�V�����D�Q�G

�S�H�R�S�O�H���R�Q���V�F�U�H�H�Q�V���R�U���L�Q���S�L�F�W�X�U�H���I�U�D�P�H�V�����' �H�W�H�F�W�L�R�Q���U�H�O�L�D�E�O�\���S�L�F�N�V���X�S���D�Q�\�W�K�L�Q�J���F�O�H�D�U�O�\���Y�L�V�L�E�O�H�����: �K�H�U�H���D���F�O�L�H�Q�W���F�R�Q�V�L�G�H�U�V���D�Q���L�Q�G�L�Y�L�G�X�D�O���L�P�D�J�H���R�U���D�Q���H�Q�W�L�U�H
�G�D�W�D���F�D�S�W�X�U�H���W�R���U�H�T�X�L�U�H���U�H�P�R�Y�D�O�����W�K�H�\���F�D�Q���G�H�O�H�W�H���L�W���G�L�U�H�F�W�O�\��

Q 5  ·  D ATA O W N E R S H I P &  D E L E T I O N
Who owns the data, and can we delete it?
�&�O�L�H�Q�W�V���U�H�W�D�L�Q���I�X�O�O���R�Z�Q�H�U�V�K�L�S���D�Q�G���F�R�Q�W�U�R�O���R�I���W�K�H�L�U���F�D�S�W�X�U�H�G���G�D�W�D���D�Q�G���S�U�R�F�H�V�V�H�G���R�X�W�S�X�W�V�����2�Q���U�H�T�X�H�V�W�����$�,�0���Z�L�O�O���G�H�O�H�W�H��raw captures, intermediate
processing data and processed outputs�����' �H�O�H�W�L�R�Q���L�V���D�F�W�L�R�Q�H�G���S�U�R�P�S�W�O�\���D�Q�G���F�R�Q�I�L�U�P�H�G���L�Q���Z�U�L�W�L�Q�J�����Z�L�W�K���V�X�E���S�U�R�F�H�V�V�R�U�V���L�Q�V�W�U�X�F�W�H�G���D�F�F�R�U�G�L�Q�J�O�\�����$�,�0
�U�H�W�D�L�Q�V���L�Q�W�H�O�O�H�F�W�X�D�O���S�U�R�S�H�U�W�\���L�Q���W�K�H���S�O�D�W�I�R�U�P�����L�W�V���S�U�R�F�H�V�V�L�Q�J���S�L�S�H�O�L�Q�H���D�Q�G���X�Q�G�H�U�O�\�L�Q�J���V�R�I�W�Z�D�U�H��

Q 6  ·  A U D I T  T R A I L
How is access to our data tracked?
�( �Y�H�U�\���X�V�H�U���D�F�W�L�R�Q���L�V���F�D�S�W�X�U�H�G���L�Q���D�Q���D�X�G�L�W���O�R�J�����W�U�D�F�N�L�Q�J��who accessed what, when, and from where�����/�R�J�V���D�U�H���V�W�R�U�H�G���L�Q���D���V�H�S�D�U�D�W�H���V�H�F�X�U�H�G
�H�Q�Y�L�U�R�Q�P�H�Q�W���D�Q�G���D�U�H���U�H�W�D�L�Q�H�G���I�R�U���R�S�H�U�D�W�L�R�Q�D�O�����L�Q�Y�H�V�W�L�J�D�W�L�Y�H���D�Q�G���D�F�F�R�X�Q�W�D�E�L�O�L�W�\���S�X�U�S�R�V�H�V�����&�O�L�H�Q�W�V���F�D�Q���U�H�T�X�H�V�W���D�F�F�H�V�V���U�H�S�R�U�W�L�Q�J���I�R�U���W�K�H�L�U���R�Z�Q
�R�U�J�D�Q�L�V�D�W�L�R�Q���D�W���D�Q�\���W�L�P�H��

Q 7  ·  S U B - P R O C E S S O R S
Who are your sub-processors?
AWS���S�U�R�Y�L�G�H�V���8�. ���U�H�V�L�G�H�Q�W���F�O�R�X�G���L�Q�I�U�D�V�W�U�X�F�W�X�U�H���X�Q�G�H�U���D���F�R�Q�W�U�D�F�W�X�D�O���' �3�$�����7�K�H��model viewer���K�R�V�W�V���Y�L�V�X�D�O���P�R�G�H�O�V���L�Q���W�K�H���(�8���X�Q�G�H�U���W�K�H���8�. ���D�G�H�T�X�D�F�\
�G�H�F�L�V�L�R�Q�����7�K�H��computer vision processing engine���L�V���D���V�R�I�W�Z�D�U�H���O�L�F�H�Q�F�H���R�Q�O�\���D�Q�G���G�R�H�V���Q�R�W���K�R�V�W�����D�F�F�H�V�V���R�U���S�U�R�F�H�V�V���F�X�V�W�R�P�H�U���G�D�W�D����Developers
AIM works with���K�D�Y�H���,�3���Z�K�L�W�H�O�L�V�W�H�G�����0�)�$���H�Q�I�R�U�F�H�G�����I�X�O�O�\���O�R�J�J�H�G���P�D�L�Q�W�H�Q�D�Q�F�H���D�F�F�H�V�V��

Q 8  ·  C O M P L I A N C E
What compliance documentation is available?
�$�,�0���L�V���U�H�J�L�V�W�H�U�H�G���Z�L�W�K���W�K�H���,�Q�I�R�U�P�D�W�L�R�Q���&�R�P�P�L�V�V�L�R�Q�H�U�
�V���2�I�I�L�F�H����registration ZC047146�����D�Q�G���R�S�H�U�D�W�H�V���L�Q���D�F�F�R�U�G�D�Q�F�H���Z�L�W�K���8�. ���* �' �3�5���D�Q�G���W�K�H���' �D�W�D

�3�U�R�W�H�F�W�L�R�Q���$�F�W���������������$���' �D�W�D���3�U�R�F�H�V�V�L�Q�J���$�J�U�H�H�P�H�Q�W���L�V���H�[�H�F�X�W�H�G���D�V���S�D�U�W���R�I���H�Y�H�U�\���F�O�L�H�Q�W���V�X�E�V�F�U�L�S�W�L�R�Q�����6�X�S�S�R�U�W�L�Q�J���G�R�F�X�P�H�Q�W�D�W�L�R�Q���L�Q�F�O�X�G�L�Q�J���5�R�3�$��
�,�Q�F�L�G�H�Q�W���0�D�Q�D�J�H�P�H�Q�W���3�R�O�L�F�\���D�Q�G���W�K�H���F�X�U�U�H�Q�W���V�X�E���S�U�R�F�H�V�V�R�U���U�H�J�L�V�W�H�U���L�V���D�Y�D�L�O�D�E�O�H���R�Q���U�H�T�X�H�V�W���X�Q�G�H�U���1�' �$���Z�K�H�U�H���D�S�S�U�R�S�U�L�D�W�H��
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